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Origine

base de communication Internet = IP

confort: attribution de noms à la place des IP

↪→ un fichier unique HOSTS.TXT

mis à jour puis echangé entre les institutions

↪→ problème de taille et de synchronisation

nécessité d’une gestion répartie
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domaine et hierarchie (∼ 1984)

attribution de domaines par
entité géographique ou
administrative (x.fr, y.com ..)

↪→ un domaine annonce un
service de nom (DNS)

↪→ l’entité est SEULE
responsable de sa mise à jour

arborescence des domaines

interrogation DNS: UDP/53 en
clair

cnrs archi

RACINE

DOMAINES

nanteslillelyon

TLDcomfrorg
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Comment ça marche ?

point de départ: bootstrap: liste pré-établie des DNS de la Racine .

ROOT SERVERS (k.root−servers.net)
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quelles informations ?

résolution IP, messagerie, services, sécurité

Les requêtes DNS sont typées
I A(ipv4), AAAA(ipv6), PTR(inverse)

I NS, MX(mail), SRV(services), TXT
I TLSA(dane), RRSIG(dnssec)

mx01 IN A 1 9 3 . 4 9 . 2 2 5 . 8 1
l d a p 1 IN CNAME a n u b i s . un iv− l i l l e 1 . f r .
1 5 . 2 2 5 . 4 9 . 1 9 3 . in−addr . a rpa IN PTR r e s e r v 1 . un iv− l i l l e 1 . f r .

mx01 IN AAAA 2 0 0 1 : 6 6 0 : 4 4 0 1 : 1 0 0 : : 8 1
imaps . t c p IN SRV 0 1 993 imap . un iv− l i l l e . f r .

un iv− l i l l e . f r . IN TXT ” v=s p f 1 mx i p 4 : 1 9 3 . 4 9 . 2 2 5 . 4 . . . ”

443 . t c p .www. f r e e b s d . org . 3600 IN TLSA 3 1 1 31EF2A4D6E285CC29A6DA8CC8 1187482A . .
wfe0 . n y i . f r e e b s d . org . 3335 IN RRSIG A 8 4 3600 20191017 2 0 1 9 1 1 1 4 4 . . f r e e b s d . org . J b r r+dNcWgF5b+R1g . .
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Le Résolveur

Efficience/rationnalisation/contrôle

↪→ Le résolveur: serveur DNS de résolution (proxy DNS)
I utilisateur → resolveur → serveurs DNS d’autorité

resolveur:
I au sein d’une société, d’un FAI
I public : 8.8.8.8 (google), 1.1.1.1 (cloudfare)

distribué par DHCP → pour la plupart ceux de l’entité

MX?

Resolveur

AAAA?

A?

PTR?

Serveurs DNS d’autorité
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Enjeux

fiabilité:
I pas de résolution = pas d’Internet !!!
I UDP en clair

↪→ service crucial = cible d’attaque (DDOS, corruption, amplification
réflexive ...)

confidentialité (vie privée)

neutralité/integrité (DNS menteur)

serveur

autorites

resolveur
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Vers plus de sécurité

DNSSEC

DNS over TLS (DoT)

DNS over HTTPS (DoH)

DNSCurve, DNSCrypt, CONFIDENTIAL-DNS...
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DNSSEC

DNSSEC : signature des réponses
I début travaux ∼ 2000
I mature ∼ 2005
I déploiement ∼ 2010

complétement intégré au protocole DNS

certification hiérarchique (DS/DNSKEY)
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DNSSEC (fonctionnement)

wfe0 . n y i . f r e e b s d . org . 3600 IN RRSIG A 8 4 3600 (
20191127210714 20191114050314 10641 f r e e b s d . org .
WlXzJvHyriwTJDWFyS9JN1Vujb6 /2 s81rY1oxEukNi fp
uKFygKfMSE53uCJbI5ztorm1Ws50DjV2kXc/mOAt2acN
Tpuyeyec19C8QaPmbVbWi3ypHA4zhPzR152fEmYzp2c5
zepjZn2lMOdrmCwlmsdV8yYDoo7nI6v5tYTbLhYwB2gw
0rMF6FcJn01YyrNNROXeIY0RPC5sdwqcG3Vi6+xAzPfT
dgNpAVQgDP2zG7TiofmFOKXrDh0T2Dau2797bIggTakd
FfRSRQaANFWEu341hLeEuxxkFxxE1ZQd3ofJq6IR0mFI
hZvbtxTIn4PAJSOU3Mn+E7cQug6RDVTIJA== )

f r e e b s d . org . 3600 IN DNSKEY 256 3 8 (
AwEAAcaXpHEUD71pzgttHWf97fiAfFWEek1dH1cVrtR3
n8YP3sZxI8QZo2HUWzJSJeIEDIpbTzUOEcMQU/MQtGZJ
udUdkowZ1uosoBlD/ PCjQkia /pOHSYSEltPSNvhQIVju
JIWEGnzjcjfGFDSt8W5QOAbjThqYnKoPwMduddp1JXIp
ZG2aBXEa3WBKBp/gaTLUEc0TyKS46r36AhHRsd6eV8Gk
bT+TLJyqg2ymmjJMkDECSSbHisdfTWfl2v1VsX0blibJ
CF5osB9cQQvpTIAg4jHtEAxk8W7hrFHydyR0a1Ja51ao
o/e69uqxRJN/M9Y3CTas+TukjKWFKbN1veL1Pr8=
) ; ZSK ; a l g = RSASHA256 ; key i d = 42019

. . . / . . .
f r e e b s d . org . 86400 IN DS 32359 8 2 (

8A3535DDE847BE0B7AB7BFA6F8C917FE6E1E32DF96C3
76 C1804F41F2E862F46A )

DNSKEYfils.parent.com

RRSIG Awww.fils.parent.com

fils.parent.com

v.fils.parent.com NSEC x.fils.parent.com
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DNSSEC (exemple)

Sans DNSSEC
; <<>> DiG 9.11.5−P4−5.1−Debian <<>> +multi +trace +nodnssec www.freebsd.org
;; global options: +cmd
. 3599873 IN NS e.root−servers.net.
. 3599873 IN NS g.root−servers.net.
. 3599873 IN NS d.root−servers.net.
. 3599873 IN NS f.root−servers.net.
. 3599873 IN NS k.root−servers.net.
. 3599873 IN NS j.root−servers.net.
. 3599873 IN NS h.root−servers.net.
. 3599873 IN NS m.root−servers.net.
. 3599873 IN NS a.root−servers.net.
. 3599873 IN NS b.root−servers.net.
. 3599873 IN NS c.root−servers.net.
. 3599873 IN NS l.root−servers.net.
. 3599873 IN NS i.root−servers.net.
;; Received 241 bytes from 109.0.66.10#53(109.0.66.10) in 44 ms

org. 172800 IN NS a0.org.afilias−nst.info.
org. 172800 IN NS a2.org.afilias−nst.info.
org. 172800 IN NS b0.org.afilias−nst.org.
org. 172800 IN NS b2.org.afilias−nst.org.
org. 172800 IN NS c0.org.afilias−nst.info.
org. 172800 IN NS d0.org.afilias−nst.org.
;; Received 446 bytes from 198.41.0.4#53(a.root−servers.net) in 49 ms

freebsd.org. 86400 IN NS ns1.isc−sns.net.
freebsd.org. 86400 IN NS ns3.isc−sns.info.
freebsd.org. 86400 IN NS ns2.isc−sns.com.
;; Received 132 bytes from 199.19.57.1#53(d0.org.afilias−nst.org) in 124 ms

www.freebsd.org. 60 IN CNAME wfe0.nyi.freebsd.org.
wfe0.nyi.freebsd.org. 3600 IN A 96.47.72.84
freebsd.org. 3600 IN NS ns3.isc−sns.info.
freebsd.org. 3600 IN NS ns1.isc−sns.net.
freebsd.org. 3600 IN NS ns2.isc−sns.com.
;; Received 303 bytes from 72.52.71.1#53(ns1.isc−sns.net) in 46 ms

Avec DNSSEC
;; fetch: www.freebsd.org/A                                                                                                                                      ||| ;                                                HIIZ+LjC2Dv8naO+Tz6X2fqzDC1b                                                            
                       
;; received packet from 1.1.1.1#53                                                                                                                               ||| ;                                                dq7HlZwtkaqTkMVVJ+8gE9FIreGJ                                                            
                       
;; −>>HEADER<<− opcode: QUERY, status: NOERROR, id:   4141                                                                                                       ||| ;                                                4c8G1GdbjQgbP1OyYIG7OHTc4hv5                                                            
                       
;; flags: qr tc rd ra ad; QUESTION: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 1                                                                                    ||| ;                                                T2NlyWr6k6QFz98Q4zwFIGTFVvwB                                                            
                       
;; OPT PSEUDOSECTION:                                                                                                                                            ||| ;                                                hmrMDYsOTtXakK6QwHovA1+83BsU                                                            
                       
; EDNS: version: 0, flags: do; udp: 1452                                                                                                                         ||| ;                                                ACxlidpwB0hQacbD6x+I2RCDzYuT                                                            
                       
;; QUESTION SECTION:                                                                                                                                             ||| ;                                                zj64Jv0/9XsX6AYV3ebcgn4hL1jI                                                            
                       
;www.freebsd.org.                IN        A                                                                                                                     ||| ;                                                R2eJYyXlrAoWxdzxcW//5yeL5RVW                                                            
                       
                                                                                                                                                                 ||| ;                                                uhRxejmnSVnCuxkfS4AQ485KH2tp                                                            
                       
;; ANSWER SECTION:                                                                                                                                               ||| ;                                                dbWcCopLJZs6tw8q3jWcpTGzdh/v                                                            
                       
;www.freebsd.org.        49        IN        CNAME        wfe0.nyi.freebsd.org.                                                                                  ||| ;                                                3xdYfNpQNcPImFlxAun3BtORPA2r                                                            
                       
;www.freebsd.org.        49        IN        RRSIG        CNAME 8 3 60 (                                                                                         ||| ;                                                8ti6MNoJEHU=                                                                            
                       
;                                                20191118130452 20191104115012 42019 freebsd.org.                                                                ||| ;                                                ) ; KSK; alg = NSEC3RSASHA1 ; key id = 9795                                             
                       
;                                                QJ2QMOdP7h81/FJ/sr2WjKEAShtY                                                                                    ||| ;org.                        741        IN        DNSKEY        257 3 7 (                                                                
                       
;                                                DCIxB9b9dPMArp4b/yklaj3NRUsD                                                                                    ||| ;                                                AwEAAcMnWBKLuvG/LwnPVykcmpvn                                                            
                       
;                                                bRfVlvAh/5Nis/m0zFZme4ZA9lDR                                                                                    ||| ;                                                ntwxfshHlHRhlY0F3oz8AMcuF8gw                                                            
                       
;                                                vkaWdTTUkNSHu4ehJO+TScnj/z5Z                                                                                    ||| ;                                                9McCw+BoC2YxWaiTpNPuxjSNhUlB                                                            
                       
;                                                aFDERztHLqPhMSXSasEdN8AYAMcN                                                                                    ||| ;                                                tcJmcdkz3/r7PIn0oDf14ept1Y9p                                                            
                       
;                                                7wHM4Fp0ceA0yEoU800cZc/o1aQ5                                                                                    ||| ;                                                dPh8SbIBIWx50ZPfVRlj8oQXv2Y6                                                            
                       
;                                                6o57ySeD4fCTQQXkTtyd+EPThCCm                                                                                    ||| ;                                                yKiQik7bi3MT37zMRU2kw2oy3cgr                                                            
                       
;                                                +YjBzIadvULLNodxLCOZ+FueiMCY                                                                                    ||| ;                                                sGAzGN4s/C6SFYon5N1Q2O4hGDbe                                                            
                       
;                                                NIgWkvk38Lx7XxZ+T5lzvn+Krw4t                                                                                    ||| ;                                                Oq538kATOy0GFELjuauV9guX/431                                                            
                       
;                                                m0YusSoEV/gaUPxRfrktPnY2ZXCy                                                                                    ||| ;                                                msYu4Rgb5lLuQ3Mx5FSIxXpI/RaA                                                            
                       
;                                                M8lCuf4zGFD9avHgwWHNr30a1VmD                                                                                    ||| ;                                                n2mhM4nEZ/5IeRPKZVGydcuLBS8G                                                            
                       
;                                                mRs5yMySWqP/tBgRvotDFvJmSGi0                                                                                    ||| ;                                                ZlxW4qbb8MgRZ8bwMg0pqWRHmhir                                                            
                       
;                                                BWgEXw== )                                                                                                      ||| ;                                                GmJIt3UuzvN1pSFBfX7ysI9PPhSn                                                            
                       
;wfe0.nyi.freebsd.org.        3513        IN        A        96.47.72.84                                                                                         ||| ;                                                wXCNDXk0kk0=                                                                            
                       
                                                                                                                                                                 ||| ;                                                ) ; KSK; alg = NSEC3RSASHA1 ; key id = 17883                                            
                       
                                                                                                                                                                 ||| ;org.                        741        IN        DNSKEY        256 3 7 (                                                                
                       
;; received packet from 1.1.1.1#53                                                                                                                               ||| ;                                                AwEAAdEExfqc+zQqawKF7mFyh6EY                                                            
                       
;; −>>HEADER<<− opcode: QUERY, status: NOERROR, id:  39295                                                                                                       ||| ;                                                ASyxYegOSptIK1IKPHfXy/NJuTmX                                                            
                       
;; flags: qr rd ra ad; QUESTION: 1, ANSWER: 5, AUTHORITY: 0, ADDITIONAL: 1                                                                                       ||| ;                                                GSyF1J57+jv+QkiDwyMj0utaquzA                                                            
                       
;; OPT PSEUDOSECTION:                                                                                                                                            ||| ;                                                dt1tRaqvezLxkdqNp14W5JZJJIRD                                                            
                       
; EDNS: version: 0, flags: do; udp: 1452                                                                                                                         ||| ;                                                BqZ0xPhU7072RujxFzCXMjm8CnxZ                                                            
                       
;; QUESTION SECTION:                                                                                                                                             ||| ;                                                /Vcu9eLyK/0MMsPaLVgRQk+9U9q9                                                            
                       
;www.freebsd.org.                IN        A                                                                                                                     ||| ;                                                1zgJ9bkn                                                                                
                       
                                                                                                                                                                 ||| ;                                                ) ; ZSK; alg = NSEC3RSASHA1 ; key id = 11324                                            
                       
;; ANSWER SECTION:                                                                                                                                               ||| ;org.                        741        IN        DNSKEY        256 3 7 (                                                                
                       
;www.freebsd.org.        49        IN        CNAME        wfe0.nyi.freebsd.org.                                                                                  ||| ;                                                AwEAAeK2PuNW4qgCGWwIBWetsRnK                                                            
                       
;www.freebsd.org.        49        IN        RRSIG        CNAME 8 3 60 (                                                                                         ||| ;                                                TUlo6MuHmaF1nTEjqyy1xTLwkWzX                                                            
                       
;                                                20191118130452 20191104115012 42019 freebsd.org.                                                                ||| ;                                                iZn9hxTSwWeabkrZWENOIb5dnZVI                                                            
                       
;                                                QJ2QMOdP7h81/FJ/sr2WjKEAShtY                                                                                    ||| ;                                                Do1gkOi0YfF5F4RSkfA9ziYLI/xd                                                            
                       
;                                                DCIxB9b9dPMArp4b/yklaj3NRUsD                                                                                    ||| ;                                                Ppo8zngaxI2dvbawJCR1FO4H5gvW                                                            
                       
;                                                bRfVlvAh/5Nis/m0zFZme4ZA9lDR                                                                                    ||| ;                                                5ZgrlCc3jW6vBjBke+f7GVPIn2M/                                                            
                       
;                                                vkaWdTTUkNSHu4ehJO+TScnj/z5Z                                                                                    ||| ;                                                VcQ7SD8z                                                                                
                       
;                                                aFDERztHLqPhMSXSasEdN8AYAMcN                                                                                    ||| ;                                                ) ; ZSK; alg = NSEC3RSASHA1 ; key id = 41987                                            
                       
;                                                7wHM4Fp0ceA0yEoU800cZc/o1aQ5                                                                                    ||| ;org.                        741        IN        RRSIG        DNSKEY 7 1 900 (                                                          
                       
;                                                6o57ySeD4fCTQQXkTtyd+EPThCCm                                                                                    ||| ;                                                20191130152647 20191109142647 9795 org.                                                 
                       
;                                                +YjBzIadvULLNodxLCOZ+FueiMCY                                                                                    ||| ;                                                JzARRmt01M2FPNlpUP2YPCBcuQ1A                                                            
                       
;                                                NIgWkvk38Lx7XxZ+T5lzvn+Krw4t                                                                                    ||| ;                                                ZGvyDGxvje+St9C1RukKTQxHY39N                                                            
                       
;                                                m0YusSoEV/gaUPxRfrktPnY2ZXCy                                                                                    ||| ;                                                /QYLOlx0ETDWWYPfHMoj9/gXLsKG                                                            
                       
;                                                M8lCuf4zGFD9avHgwWHNr30a1VmD                                                                                    ||| ;                                                6dWNwHVtAbx1TAw3AKHh1IUQptz3                                                            
                       
;                                                mRs5yMySWqP/tBgRvotDFvJmSGi0                                                                                    ||| ;                                                FoZ3b5CpwX7DKjKZkdVFVTeMmwxU                                                            
                       
;                                                BWgEXw== )                                                                                                      ||| ;                                                lzat2VRtmOooojmoyxTBxlob0yoQ                                                            
                       
;wfe0.nyi.freebsd.org.        2949        IN        A        96.47.72.84                                                                                         ||| ;                                                Kun/5KHVZAbqcjkmvOX/zD2QZ3Jv                                                            
                       
;wfe0.nyi.freebsd.org.        2949        IN        RRSIG        A 8 4 3600 (                                                                                    ||| ;                                                wdFxO30prUaCJWSCdpsv1b9e49nO                                                            
                       
;                                                20191127210714 20191114050314 42019 freebsd.org.                                                                ||| ;                                                R8fubDrrphgTlq4doLZkFLmWOP8l                                                            
                       
;                                                Jbrr+dNcWgF5b+R1gWmkQCdNR8gO                                                                                    ||| ;                                                k2jyA1P0FURAn8SRg0YHvM9i7o6p                                                            
                       
;                                                /cJJPXUrLcMpCWzqnfbLAZeYkIVO                                                                                    ||| ;                                                Nu8vUAnGxToMySfvbvONPO5S6LOE                                                            
                       
;                                                Ig6Gf5BLuS0ZCNfRCDFxOKmWe/Mz                                                                                    ||| ;                                                BFpaYSgocc3hp9zwTGxZjes0TL1y                                                            
                       
;                                                MqIy18PRQrnjfpD05maqNwLa04v2                                                                                    ||| ;                                                jt9IIA== )                                                                              
                       
;                                                KlWTcbCcOb6jsSpZLmUvnIYwXtTa                                                                                    ||| ;org.                        741        IN        RRSIG        DNSKEY 7 1 900 (                                                          
                       
;                                                WAlUk1l3UnutHh6ycBu/5h1+Sl3D                                                                                    ||| ;                                                20191130152647 20191109142647 11324 org.                                                
                       
;                                                sWq3DutQbTp75V5BH5scWDaTnQlH                                                                                    ||| ;                                                AKFCGPC031g4l9q0ruh71V90gcgw                                                            
                       
;                                                83wh3YwcgHyndmOtC/fc3QmxqIHp                                                                                    ||| ;                                                7UTCR+n2i3iZ6ljvPa7+nrrEy44/                                                            
                       
;                                                DLAJtBwZbHI/oPVs6ILNWcSqXHff                                                                                    ||| ;                                                xiNKPZeaUXYHrHt7G2i9ozUKojWx                                                            
                       
;                                                cpT8soVhp9ACPvoNWIETryN9BPh7                                                                                    ||| ;                                                CD9RpRuTitivjUq80KBJk93TPoem                                                            
                       
;                                                0Fq6nmppeSW/42tgnEIuXiOBPeIg                                                                                    ||| ;                                                EycXXiap0Q8wyXZnYZSt0jukUNJS                                                            
                       
;                                                VwDaHTDU26RcryaPu1DQHkkXRu8A                                                                                    ||| ;                                                tHPAS+usgVSzLU/NzV3rVG7bkvqN                                                            
                       
;                                                xEM7kw== )                                                                                                      ||| ;                                                fkU= )                                                                                  
                       
;wfe0.nyi.freebsd.org.        2949        IN        RRSIG        A 8 4 3600 (                                                                                    ||| ;org.                        741        IN        RRSIG        DNSKEY 7 1 900 (                                                          
                       
;                                                20191127210714 20191114050314 10641 freebsd.org.                                                                ||| ;                                                20191130152647 20191109142647 17883 org.                                                
                       
;                                                WlXzJvHyriwTJDWFyS9JN1Vujb6/                                                                                    ||| ;                                                gelRg7PWUxntweC1twnHuOUo6waz                                                            
                       
;                                                2s81rY1oxEukNifpuKFygKfMSE53                                                                                    ||| ;                                                YvQHmEwWQw+EXjfQNw0FFvhB/Mrm                                                            
                       
;                                                uCJbI5ztorm1Ws50DjV2kXc/mOAt                                                                                    ||| ;                                                piW+o7nHNSs9mpq0GV6p3imSEMEC                                                            
                       
;                                                2acNTpuyeyec19C8QaPmbVbWi3yp                                                                                    ||| ;                                                HYZ8+zIO0oYM9WUqTDZiCn9j+s4v                                                            
                       
;                                                HA4zhPzR152fEmYzp2c5zepjZn2l                                                                                    ||| ;                                                MnyfkBB3/WYwoIho0YtYLp3VnidD                                                            
                       
;                                                MOdrmCwlmsdV8yYDoo7nI6v5tYTb                                                                                    ||| ;                                                kr5auMEZpY09Hxx72bsM2idDuR1Z                                                            
                       
;                                                LhYwB2gw0rMF6FcJn01YyrNNROXe                                                                                    ||| ;                                                zbC+hde47EHUZUevtr768lm0dfJk                                                            
                       
;                                                IY0RPC5sdwqcG3Vi6+xAzPfTdgNp                                                                                    ||| ;                                                ZETU+QdnZpGpUQGL+4QYYfhEE3eX                                                            
                       
;                                                AVQgDP2zG7TiofmFOKXrDh0T2Dau                                                                                    ||| ;                                                aETMILoFohBNbLbLRfuX6bd+Z5fh                                                            
                       
;                                                2797bIggTakdFfRSRQaANFWEu341                                                                                    ||| ;                                                GnyKtY5KLh/IuxFXFumVdukNYBSK                                                            
                       
;                                                hLeEuxxkFxxE1ZQd3ofJq6IR0mFI                                                                                    ||| ;                                                zo9keMyEESA1aWx97ZgxGbROw1Ol                                                            
                       
;                                                hZvbtxTIn4PAJSOU3Mn+E7cQug6R                                                                                    ||| ;                                                a6tgyTzY/lGSql7uqPrtp3ddFnwN                                                            
                       
;                                                DVTIJA== )                                                                                                      ||| ;                                                kTnLyw== )                                                                              
                       
                                                                                                                                                                 |||                                                                                                                                          
                       
                                                                                                                                                                 |||                                                                                                                                          
                       
;; fetch: freebsd.org/DNSKEY                                                                                                                                     ||| ;; fetch: org/DS                                                                                                                         
                       
;; received packet from 1.1.1.1#53                                                                                                                               ||| ;; received packet from 1.1.1.1#53                                                                                                       
                       
;; −>>HEADER<<− opcode: QUERY, status: NOERROR, id:    200                                                                                                       ||| ;; −>>HEADER<<− opcode: QUERY, status: NOERROR, id:   7068                                                                               
                       
;; flags: qr rd ra ad; QUESTION: 1, ANSWER: 4, AUTHORITY: 0, ADDITIONAL: 1                                                                                       ||| ;; flags: qr rd ra ad; QUESTION: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 1                                                               
                       
;; OPT PSEUDOSECTION:                                                                                                                                            ||| ;; OPT PSEUDOSECTION:                                                                                                                    
                       
; EDNS: version: 0, flags: do; udp: 1452                                                                                                                         ||| ; EDNS: version: 0, flags: do; udp: 1452                                                                                                 
                       
;; QUESTION SECTION:                                                                                                                                             ||| ;; QUESTION SECTION:                                                                                                                     
                       
;freebsd.org.                        IN        DNSKEY                                                                                                            ||| ;org.                                IN        DS                                                                                        
                       
                                                                                                                                                                 |||                                                                                                                                          
                       
;; ANSWER SECTION:                                                                                                                                               ||| ;; ANSWER SECTION:                                                                                                                       
                       
;freebsd.org.                3156        IN        DNSKEY        256 3 8 (                                                                                       ||| ;org.                        10323        IN        DS        9795 7 2 (                                                                 
                       
;                                                AwEAAd5pwO1DwuMke49IG2l/cF1j                                                                                    ||| ;                                                3922B31B6F3A4EA92B19EB7B5212                                                            
                       
;                                                sIVwaktldY3+okcP6txL3bT9YIUw                                                                                    ||| ;                                                0F031FD8E05FF0B03BAFCF9F891B                                                            
                       
;                                                +66+ygx7OUsPJ7MxzaY89wc5mb38                                                                                    ||| ;                                                FE7FF8E5 )                                                                              
                       
;                                                re1/4vD+J/mpZcne+LW6pvYqKw03                                                                                    ||| ;org.                        10323        IN        DS        9795 7 1 (                                                                 
                       
;                                                SqkTBbvmmsywNlch0U+KdxolYUuK                                                                                    ||| ;                                                364DFAB3DAF254CAB477B5675B10                                                            
                       
;                                                olZuYkpvr88P7d5D/FQXby4i3JKO                                                                                    ||| ;                                                766DDAA24982 )                                                                          
                       
;                                                FXljGfsMMofwK0x6rGVUFM7prVL2                                                                                    ||| ;org.                        10323        IN        RRSIG        DS 8 1 86400 (                                                          
                       
;                                                bJM7JlQ5XFL0aKCQTQLleuSslrIh                                                                                    ||| ;                                                20191127210000 20191114200000 22545 .                                                   
                       
;                                                EXack05AmufjEMwavNdIWNtLBcCH                                                                                    ||| ;                                                SoQKxMZUyyuueQIbA4JfiwYrTVRe                                                            
                       
;                                                0xX75iy5assxcyymmoCRao1RVWNb                                                                                    ||| ;                                                ih5qz3f4p/GuI0TrxFqK/UbeD54/                                                            
                       
;                                                khAbIkoZWMlzbtc8qRFinUGG/Phq                                                                                    ||| ;                                                ASh3PdSpjC1H3WXTtirtnF8znacB                                                            
                       
;                                                2r4rNFwa1tfi4EwoEaQtiFg3Adpa                                                                                    ||| ;                                                JujGZeLMvbqfkKdwB3Xqt2nooCVu                                                            
                       
;                                                VYQd2oR/6l8=                                                                                                    ||| ;                                                W3VLz7/3/PVEQz2R5WXHJ+nL1rox                                                            
                       
;                                                ) ; ZSK; alg = RSASHA256 ; key id = 10641                                                                       ||| ;                                                NIHj6LEf+vWzAE2eWf2e3Qm8SvxM                                                            
                       
;freebsd.org.                3156        IN        DNSKEY        257 3 8 (                                                                                       ||| ;                                                Ey+LJWba8RDGalZedmbDu/ZE3nra                                                            
                       
;                                                AwEAAcQkHnc8tt71zHwf0qLn9nL1                                                                                    ||| ;                                                8aFa8WnAj2eJKfXBYSLhoJRagCRc                                                            
                       
;                                                AyDUZwDFcWurCor5anYhjmaP0Urr                                                                                    ||| ;                                                fa0g3g8sNXoLFNm52N1wP9gnz5oi                                                            
                       
;                                                9diC0tzIfkibhrcWProKwpXdDArH                                                                                    ||| ;                                                wXxvyXsdF7v149KFryzxqbuYthpg                                                            
                       
;                                                T+xkgXc1+UVL58JrWdKTXfVXkriO                                                                                    ||| ;                                                gqataN7vC1YAnuATJQt8rMFj7T8u                                                            
                       
;                                                99U75EdqoXCgPZvh+FJfYvUdpiLt                                                                                    ||| ;                                                bYc+X2F71IyIO8oV18rcEhUhky8P                                                            
                       
;                                                DK74ptM+Ad6kk8hgx8vQhy8xhNJY                                                                                    ||| ;                                                BNLtiw== )                                                                              
                       
;                                                Zc2ruds9zem/8kZy5DF0c/PyMwR9                                                                                    |||                                                                                                                                          
                       
;                                                c39VpmTLZ7D4mglouv3PqgTSFA3p                                                                                    |||                                                                                                                                          
                       
;                                                rzyTEukHfFzHUigon5lqIx8Yr7UI                                                                                    ||| ;; fetch: ./DNSKEY                                                                                                                       
                       
;                                                stYiodHV05eMeD/hxOuZsB6+57jP                                                                                    ||| ;; received packet from 1.1.1.1#53                                                                                                       
                       
;                                                a7CfOVD9dhvyRnLmdGcEqQMWyOzX                                                                                    ||| ;; −>>HEADER<<− opcode: QUERY, status: NOERROR, id:  12301                                                                               
                       
;                                                qnM3jsWUtRaZ8mpWzq5xstb7Lm2S                                                                                    ||| ;; flags: qr rd ra ad; QUESTION: 1, ANSWER: 3, AUTHORITY: 0, ADDITIONAL: 1                                                               
                       
;                                                ew1QvvA4jyM=                                                                                                    ||| ;; OPT PSEUDOSECTION:                                                                                                                    
                       
;                                                ) ; KSK; alg = RSASHA256 ; key id = 32359                                                                       ||| ; EDNS: version: 0, flags: do; udp: 1452                                                                                                 
                       
;freebsd.org.                3156        IN        DNSKEY        256 3 8 (                                                                                       ||| ;; QUESTION SECTION:                                                                                                                     
                       
;                                                AwEAAcaXpHEUD71pzgttHWf97fiA                                                                                    ||| ;.                                IN        DNSKEY                                                                                       
                       
;                                                fFWEek1dH1cVrtR3n8YP3sZxI8QZ                                                                                    |||                                                                                                                                          
                       
;                                                o2HUWzJSJeIEDIpbTzUOEcMQU/MQ                                                                                    ||| ;; ANSWER SECTION:                                                                                                                       
                       
;                                                tGZJudUdkowZ1uosoBlD/PCjQkia                                                                                    ||| ;.                        10683        IN        DNSKEY        256 3 8 (                                                                 
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DNSSEC (deploiement)

la plupart des serveurs/résolveurs le supportent

client: se fie au résolveur (flag AD)

zones signés: majoritaire en haut, peu en bas (< 1% en .com)
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DoT

DNS over TLS (DoT) :
I simple couche TLS mais protocole inchangé
I RFC7858 ∼ 2016
I TCP/853
I entre le client et le résolveur

Deploiement mitigé
I serveur: résolveurs publiques OK, qqs applications (unbound),

possibilité de stunnel
I client: option dans systemd
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DoH

DNS over HTTPS (DoH) :
I RFC oct 2018
I paquet DNS dans une requête

HTTPS
I TLS déjà présent
I enfoui dans le traffic web

www.example.com→ 93.184.216.34

https://cloudflare-dns.com

POST /dns-query

Length: 33 [application/dns-message]

00 00 01 00 00 01 00 00 00 00 00 00 03 77 77 77

07 65 78 61 6d 70 6c 65 03 63 6f 6d 00 00 01 00

01

HTTP/1.1 200 OK

Length: 128 [application/dns-message]

00 00 81 A0 00 01 00 01 00 00 00 01 03 77 77 77

07 65 78 61 6D 70 6C 65 03 63 6F 6D 00 00 01 00

01 C0 0C 00 01 00 01 00 00 24 5C 00 04 5D B8 D8

22 00 00 29 05 AC 00 00 00 00 00 44 00 0C 00 40

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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DoH et Mozilla

Annonce d’origine (septembre 2019)
I introduire la résolution DoH dans les navigateurs → ignore le résolveur

systeme
I désactivation trés difficile (about:config)
I pré-configuré par défaut vers CloudFare
I accord Mozilla/CloudFare : confidentialité

Raisons
I défiance vis a vis des résolveurs ”officiels”
I CloudFare: CDN de beaucoup de sites → non filtrable
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DoH et Mozilla (suite)

problématique
I filtrage : contrôle parental, sites dangereux ...
I split DNS : vue intérieure / vue extérieure
I sincérité de CloudFare

Corrections
I possibilité de désactivation et de changement d’URL
I mécanismes intelligents de désactivation si nécessaire (non définis)

↪→ domaine canary (temporaire) : use-application-dns.net.
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I sincérité de CloudFare

Corrections
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DoH (deploiement)

navigateurs
I chrome

F opt out
F résolveur Google
F serveur dedié donc filtrable

I Safari/IE/Opera : non implementé pour l’instant

serveurs : CloudFare, Google, OpenDNS... www.bortzmeyer.org

applicatif : front-end DoH (cloudfared, facebook, PowerDNS ...)
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Conclusion

au cours du temps → fonctionalités et criticités accrues

pique de fievre : mail, http... et maintenant le DNS (maillon faible)

prise de conscience récente du besoin de sécurité et de confidentialité

↪→ des solutions sans remettre en cause le protocole de base

autorités

resolveur
client

DoT / DoH DNSSEC
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